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[bookmark: _Toc181571176]1.0 Questionnaire on Structural Risk Factor

	General Information

	Name of Institution
	

	License Number
	

	Type of License
	

	Date of License
	

	Address of Headquarter
	

	Number of Years in Operations
	

	Phone Number and Email address
	

	Total Assets (in Dollars)
	

	Est. Revenue (per annual) for the past 3 years
	

	Number of Branches (including locations)
	

	Ownership and management structure
	

	· Publicly traded on the Stock Exchange (more than 50%)
	

	· Listed Entities but with significant shareholding of at least 10%
	

	· Stand-alone institution Liberian owned
	

	· Complex ownership structure with control tightly held by several key shareholders
	

	· Member of foreign financial group
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	Number of Customers, by risk category

	Risk Category
	Domestic
	Nondomestic

	Low Risk
	
	

	Medium Risk
	
	

	High Risk
	
	

	Unacceptable risk
	
	

	Not yet classified
	
	




	Customers

	Indicator
	Number
	Volume of assets and deposits

	Total
	
	

	Type of Customer:
	
	

	Retail Customers:
	
	

	-of which domestic
	
	

	-of which nondomestic 
	
	

	Small and Medium enterprise customers:
	
	

	-of which domestic
	
	

	-of which nondomestic 
	
	

	Corporations:
	
	

	-of which domestic
	
	

	-of which nondomestic 
	
	

	High-net-worth Individuals (private Banking):
	
	

	-of which domestic
	
	

	-of which nondomestic 
	
	

	Domestic (Resident) Customers
	
	

	Domestic PEPs
	
	

	Foreign (Non-Resident) Customers
	
	

	Foreign PEPS
	
	

	International Organizations
	
	





	Number of Customers in high-risk industries

	Type of Customer
	Number

	Total
	

	Oil & Gas
	

	Precious Metals and stone, Jewelers
	

	Commercial real estate
	

	Not-for-profit 
	

	Gambling
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	Product

	Indicator 
	Response
	Volume

	Do you operate Private Banking Services
	
	

	Total number of customers with trade finance Facilities.
	
	

	 Do you operate Money Remittance/international fund (wire) transfer services 
	
	

	Do you operate a safe deposit box
	
	

	Do you Operate Back-to-back Loan services
	
	

	Do you operate a forex
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	Delivery Channel

	Indicator Number
	Indicator Number

	Customers using Internet banking services
	

	Customers using Mobile Money Services
	

	Customers accepted through face-to-face contact
	

	Customers accepted via non-face-to-face channels
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	Geographic Region

	Indicator Number
	Indicator Number

	Provide number of branches
	

	Provide locations/region of branches:
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	Question
	Yes/No/ NA
	Explanation
or description

	Does your institution have a process and methodology in place for a business-wide risk analysis?
	
	

	When was the last business-wide risk analysis conducted?
	
	

	How often is the business-wide risk analysis conducted?
	
	

	Are the risks analyzed when new products are developed or business lines are expanded?
	
	

	Does the risk analysis also include branches?
	
	

	Is the business-wide risk analysis based on inherent risks?
	
	

	Does the business-wide risk analysis describe the residual risks?
	
	

	Are the results of the business-wide risk analysis incorporated in the AML/CFT policies and procedures
	
	

	What is the role of the board in the business-wide risk analysis?
	
	

	What is the role of compliance in the business-wide risk analysis?
	
	

	
Has the board determined a risk appetite with respect to ML/TF?
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	Has the board formally approved the AML/CFT policy and compliance program?
	
	

	If so, when did the board approve the latest version?
	
	

	Has the board designated any of its members responsible for AML/CFT issues?
	
	

	If so, who and when? (provide board minutes)
	
	

	What types of reports does the board receive on the implementation of the AML/CFT policies?
	
	

	From whom and how often are such reports received?
	
	

	[bookmark: _Toc181571186]Policies and Procedures

	How are the AML/CFT policies and procedures communicated within the institution?
	
	

	How often are the AML/CFT policies and procedures reviewed and updated?
	
	

	Do the AML/CFT policies and procedures address the following topics:
	
	

	· Customer acceptance
	
	

	· Review of customers
	
	

	· Customer exit
	
	

	· Transaction monitoring
	
	

	· Reporting of suspicious transactions
	
	

	· Reliance on third parties
	
	

	· Targeted financial sanctions
	
	

	Does the institution communicate changes to AML/CFT policies or procedures to employees? If so, describe how.
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	Is customer due diligence done before accepting the customer?
	
	

	Do the customer due diligence procedures address the following?
	
	

	· Identifying and verifying the identity of the customer
	
	

	· Identifying and verifying the identity of the beneficial owners
	
	

	· Obtaining insight into the ownership and control structure
	
	

	· Determining the nature and purpose of the relationship
	
	

	· Establishing the source of funds
	
	

	· Determining the risk profile of the customer
	
	

	Are the following issues taken into account when assessing the risks of a customer?
	
	

	· Ownership and control structure
	
	

	· Complexity of the structure
	
	

	· Jurisdictions where the customer resides
	
	

	· Jurisdictions where the beneficial owner resides
	
	

	· Jurisdictions where the customer is active
	
	

	· Source of funds
	
	

	· Negative news
	
	

	Do the procedures include enhanced due diligence?
	
	

	Is enhanced due diligence applied when the customer or beneficial owner is related to a high-risk jurisdiction?
	
	

	Is enhanced due diligence applied when the customer or beneficial owner is a politically exposed person?
	
	

	In what other situations is enhanced due diligence applied?
	
	

	· Describe the enhanced due diligence measures
	
	

	Do the procedures include simplified due diligence?
	
	

	When is simplified due diligence applied?
	
	

	· Describe the simplified due diligence measures
	
	

	How often are customer files reviewed, in case of the following?
	
	

	· Low risk
	
	

	· Medium risk
	
	

	· High risk
	
	

	· Involvement of a politically exposed person
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	What system is used for screening politically exposed persons?
	
	

	Are customers and beneficial owners screened at acceptance?
	
	

	What is the periodicity for screening existing customers and beneficial
owners?
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	What system is used for screening against the sanctions list?
	
	

	Which lists are screened?
	
	

	Are customers and beneficial owners screened at acceptance? 
	
	

	What is the periodicity for screening existing customers and beneficial
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	Does the institution use an automated or manual transaction monitoring system?
	
	

	In the transaction-monitoring process, does the institution take the following into account in its business rules?
	
	

	· High-risk jurisdictions
	
	

	· High-risk industries
	
	

	· Customer segments
	
	

	· Customer risk
	
	

	· Customers or beneficial owners who are politically exposed persons
	
	

	· Terrorist Financing
	
	

	· Proliferation Financing
	
	

	Are the business rules reviewed periodically?
	
	

	When were the business rules reviewed last?
	
	

	How many business rules are active in the systems?
	
	

	How many alerts were generated last year?
	
	

	How many alerts were false positives?
	
	

	How many alerts were investigated further by an analyst?
	
	

	How many alerts were escalated to compliance?
	
	

	How many alerts were closed by compliance as false positives?
	
	

	How many alerts were reported to the financial intelligence unit?
	
	

	How many full-time-employees are involved in the transaction-monitoring
process?
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	What tipping-off measures are in place?
	
	

	Who has the final decision on whether to send a suspicious transactions report to the financial intelligence unit?
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	Is there a records-retention policy?
	
	

	How long is customer due diligence and transaction information maintained?
	
	

	How long are suspicious transaction reports maintained?
	
	

	How are records are maintained? Paper, electronically, on-site, off-site?
	
	

	What are the security measures for record keeping?
	
	

	Can the institution obtain records relating to clients of foreign branches and subsidiaries?
	
	

	Can such information include information related to suspicious transaction reports?
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	Has the board formally established a compliance function?
	
	

	What is the position of the head of compliance?
	
	

	Does the compliance function have direct access to the board?
	
	

	Does the compliance function report directly to the board?
	
	

	If not, to whom does compliance report within the institution?
	
	

	Is there a group compliance function?
	
	

	Does each foreign branch or subsidiary have a compliance officer?
	
	

	What is the relation of group compliance to other compliance functions in the
	
	

	institution?
	
	

	How many full-time employees does the compliance function have?
	
	

	How many of those are involved in AML/CFT?
	
	

	Does compliance have a compliance-monitoring plan?
	
	

	What is the role of compliance in reporting suspicious transactions to the financial intelligence unit?
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	Does the institution have an internal audit function?
	
	

	Does the audit function have direct access to the board?
	
	

	Do the audit function managers’ report directly to the board?
	
	

	If there is no internal audit, does the institution have an external audit function?
	
	

	Does the internal or external audit review and test the AML/CFT program and customer due diligence policies and procedures?
	
	

	If yes, when was the last AML/CFT–related audit?
	
	

	What the scope and result of the audit?
	
	

	Is there a specific AML/CFT Audit plan?
	
	

	How much time and resources are devoted to AML/CFT–related audits per year?
	
	

	Does internal or external audit review the compliance function?
	
	

	When was it last reviewed? What were the findings?
	
	

	[bookmark: _Toc181571195]Employees

	Does the institution have policies and procedures that include measures to ensure the integrity of employees?
	
	

	Does the institution screen prospective employees?
	
	

	If yes, what checks does the institution conduct?
	
	

	Does the institution screen existing employees?
	
	

	If yes, when does the institution conduct this screening?
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	Is there an AML/CFT training program in place for employees?
	
	

	What type of AML/CFT training program (type, frequency, participants) has been implemented for employees?
	
	

	When was the last AML/CFT training delivered?
	
	

	Does the institution retain records of the training sessions, including attendance records and relevant training materials used?
	
	

	Is the AML/CFT training mandatory for all employees?
	
	

	Are there consequences for not attending AML/CFT training programs?
	
	

	Have the board and senior management participated in AML/CFT training?
	
	

	What type of training have the compliance officers attended regarding ML/TF methods and typologies, customer due diligence, transaction monitoring, and suspicious transactions reporting?
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